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ProC overovat robustnost systéemu?
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Robustnost je Casto testovana pomoci HIL simulaci
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Simulujte poruchy drive
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,Klasické” modelovani poruch v prostredi Simulink
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* Omezeni tohoto pristupu
— modifikuje navrh
— muZze neumysiné zmeénit chovani simulace
— obtizné analyzovat ucCinky

— Jak zachytit vztah poruch a rizik?
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Modelovani poruch nastrojem Simulink Fault Analyzer

s
Model navrhu
Fault Conditional
WE-
-
- M Od e | 0 r u C h Enable Model Element/Fault Name ActiveFault | Trigger
o p I stantf/Outport/1
. £ HighTemperatureFault m| Conditional: highSpeedCondition
# LowTemperaturFault Conditicnal: SampleConditional
~ tant7/Outport/1
) # HighPressureFault Timed: 20
LL £ LowPressureFault O
- ~ "= Environmer stant2/Qutport/1
- # Grade_fault Always On
# Grade fault_1 O Always On
¥ = Environmer stant3/Outport/1
4 wind_x_fault Always On
~ 0 Passenger Car/Electric Plant/Simscape/Inductor1/Inductor
£ Inductor1_fault Behavioral

Modelovani poruch bez Jednotna sprava poruch
modifikace navrhu v ruznych doménach

Simulink Fault Analyzer™

4\ Safety Analysis Manager

Details: Design Study

Specificaion | Run Options HOME
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aiCuretl ., 1 Open
- — qr [ Edit Callbacks
Root Parameter Set e =— o s s .
Fault Set 1 " P Clear Flags
L a -~ 3 Import
& = e sorr
- RobolFMEA
flar T
- ii Failure Mode i Failure Rate (E-06) i Failure Effect Detection Method
Fault Component B — -
— e —| 1 |Angular Velocity Invalid After Safety Lock
HighTemperatureFault EvReferancefppl f o m TTITITTTTITITTTT T 50 seconds.
HighPressureFault EvReferenceppl ® i | & &
emperaturFault EvReferenceAppl 2 |Angular Velocity Invalid at |1 ? i Safety Lock
ressureFault EvReferenceApl i | Maximum Pose
Grade fault EvReferenceAppl &
Grade fault_1 EvReferencelppl ‘ ‘ ‘ 1 warning
wind_x_fault EvReferenceApplic... ST RO s | ! « Simulafion errored out without Detection Method working

Simulace, zkoumani a Systematicka bezpecnostni
analyza vlivu poruch analyza s vyuzitim simulaci



Co je porucha?

« Porucha = jakeékoliv abnormalni chovani, které chceme simulovat

e Parametry poruchy

— KDE : umisteni signalu, jehoz hodnotu chceme ovlivnit

— CO : abnormalni chovani, které chceme aplikovat

— KDY : nastaveni spousteciho mechanismu poruchy
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linearVelocityOutput
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Linear Velocity
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Fault Inport Fault Outport

angularVelocityOutput
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Angular Velocity

» Fault
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Name: angularVelocity_MaxPos

Fault behavior:  warehouseFaultedRobot FauliModel/langularVelocity MaxPos

Trigger
Trigger type:

Inject fault behavior when a logical col

Select conditional from model: [ maxp|

View conditional

Conditional

-

Abways On

Timed

|:| Trigger stays on once activated

Conditional

Manual
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Modelovani poruch
« Spolecny pfistup k modelovani poruch napfi¢ riznymi doménami
« Simulink / Simscape / System Composer
—>
—»
Angular Velocity
Motion . /) 7 ® ] \
< Motion > ZR . /
> SensorData — DC Motor Inertia

> MotionCommand I
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Modelovani poruch bez modifikace navrhového modelu

* Model poruch — samostatny model s definici poruch

— vyuziti knihovny pfipravenych poruch mwfaultlib

— vytvoreni vlastniho modelu poruchy (Custom fault behavior ...)

« Soubor s popisem poruch

— XML soubor popisujici vztah poruch s navrhovym modelem

* Prirazeni poruchy Kk signalu
— ke vSem vétvim nebo pouze k vybranym konciim

— k jednomu prvku muze byt pfifazeno vice poruch

—»
—»

Fault Behaviors
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Zavedeni poruch do simulace

« Sprava poruch v panelu Fault Table

— povoleni / zakazani poruchy u daného prvku

— vybér poruchy u daneho prvku

Fault

Conditional

Search...

Enable

Model Element/Fault Mame

Active Fault

Trigger

Description

¥ = Zero-Velocity At Goal/Unit Delay1/Qutport/1

# angularVelocity_TimedSpin

Timed: 30

# angularVelocity_MaxPos

Conditional: maxPose

* Spousteci mechanismus poruchy

— vzdy zapnuto

— porucha v zadaném Case

— podminéena porucha — porucha ze zavede pri splnéni zadané podminky

— manualni spusteni
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Ukazka: Model PID regulace hladiny v nadrzi

Eh e mZadana hodnota:l

09
Nadoba_ri
= 08
SIMULATION MODELING FORMAT FAULT ANALYZER X i -
U = Stop Time » ™ 7 f
O EL!EI L&t 3 Fault Behavio = Property Inspector ) 4& Q‘Q > A & s
Fault Simulation || Save All | A9 B Regune Faults Fault  Fault  [S5 Highlight Faults Multiple Step Run Step  Stop | Data Report Safety
ON - t Table Dashboard Simulations 5@ Fast Restart Back~ +  Forward Inspector  Generator | Analysis Manager
STATUS FILE PREPARE FAULTS VIEW SIMULATE REVIEW RESULTS MANAGEMENT ry N
Nadoba_rizeni_PID = ® x 10 20 EY 0 50 &0 70 0 %0 100
@ |[*al Nadoba_rizeni_PID ¥ | |~ Faulted Model Element: "Mereni vysky hladiny/Outport/1" u Qustup
= 0.005 {
h
Model v§toku Z nadoby Zadana hodnota:Value 1 Active fault for simulation: MereniVyskyHladiny_Outporti_fa ~
: 0.9
@ Select fault to view: MereniVyskyHladiny_Outpertl_fa + 0.004
0.8
1 Add new fault
Qveiup dhvdt | & h 17 0.7
0.002
(vystup: 06 ~ Fault
0.5
Name: MereniVyskyHladiny_Outportl_fault ‘
. 0.4 0.002
Vystupni venti:Gain - -
Q — o5 s Fault behavior: Nadoba rizeni PID FaultModel/MereniVyskyHladiny Outporti fault
. 04 P, 08
@ 2 g Trigger 10 20 20 40 50 80 70 80 ) 100
ventil 0.2
o2y o4 Trigger type: W MereniVyskyHladiny_Outport1_fault
I J‘LLIII. ) o — Inject fault behavior after the specified simulafion time.

Mereni Trigger fault at time:
wysky Vizualizace ve 3D

hladiny
@-D—-@—» Voda séale Deseription:
Mammi o

Eile  View Viewpoints Navigation Simulation

Rendering Recording

v |Eemine v J |5 0 d q| e @ » ow

Help ~

Zakladni pohled

@ fad k= [} Fritokcscale
~ B e
»>

Fault Dashboard = &5 &5 o
Fault Table - Nadoba_rizeni_PID_faultinfo.xml* ® x || Current Configuration
Fault Conditional

0/0 Faults Simulated

Search. .

Enable Model Element/Fault Name Active Fault Trigger Description

= &= Mereni vysky hladiny/Outport/1
# MereniVyskyHladiny Outport1_fault
% MereniVyskyHladiny_Outport1_noise

Timed: 50

Manual

Ready 100%.




Modelovani poruch v modelech Simscape

* R2023b

— Simscape Electrical

— Simscape Battery

 R2024a

— Simscape Fluids
— Simscape Driveline

12
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R2023b R2024a

f

X

f

X

4 )
@| B | on &
Electrical | Battery Fluids | Multibody | Driveline
. 2 . i .

s Simscape )

https://www.mathworks.com/help/simscape/uqg/block-support.html



https://www.mathworks.com/help/simscape/ug/block-support.html

13

@

£ THUMUSOFT

Ukazka: DC motor Simscape

+ Simpl |
FORMAT APBS Q@ (+]
- File Tools View Simulation Help
E Stop Time UL)
sgual (7 [Nemal - Rn  Siep Biuske  Smustion G- BOP® | =-a-|C-|FH-
v & Primt v Table o Fast Restart Back + - Forward Scope Manager
FILE LIBRARY PREPARE REVIEW RESULTS
simpletotorArmatureWindingFault = Property Inspector ® x
@ |[*af simpleMotorArmatureWindingFault ~ Faulted Model Element: 'DC Motor/Armature winding
Enable
(1 -
~®| s Active fault for simulation. (DeMotor_fautt =
[ SRS
Select fault to view: [ DCMotor_fault -
— L
. | Add new fault
HS
= -
== ~ Fault
o Name: DCMotor_fault |
Fault behavior: SimpleMo ndingFault FauliModel/DCMotor fault
Trigger
Trigger type: | Timed -
Solver
Configuration ‘<
.\”_4 Fl Inject fault behavior after the specified simulafion time.
Description:
Description
o
H Damping
€ i R R c
Current (A)
Inertia
Simple Motor Armature Winding Fault
] 1. Explore simulation results using Simscape Results Explorer
2. Learn more about this example
- &
B Copyright 2023 The MathWorks, Inc
>
Fault Table - SimpleMotorArmatureWindingFault_faultInfo.xml* ®
Fault Conditional
\a\ Search
Enable Model Element/Fault Name Active Fault Trigger Description
~ 3DC mature winding
# DCMotor fault Timed: 2
Ready 100% auto(daessq) || REBDY Sample based |T=10.000

https://www.mathworks.com/help/simscape/ug/add-a-fault.html



https://www.mathworks.com/help/simscape/ug/add-a-fault.html
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Definice a sprava poruch pomoci pfikazu

« Poruchy Ize definovat a ovladat pomoci pfikazu

« Umozni automatizaci managementu poruch pomoci skriptu

“ Model Functions “ Fault and Conditional Functions Objects

Fault
Simulink.fault.addConditional addBehavior
Simulink.fault.addFault deleteBehavior Conditional
Simulink.fault.deleteConditional getAssociatedModel Symbol
Simulink.fault.deleteFault getBehavior
Simulink.fault.findConditionals getFaultModel Functions
Simulink.fault.findFaultedElements getFaultInfoFile .

activate
Simulink.fault.findFaults getSymbols
Simulink.fault.getFaultModels getTriggeredFaults 3imulink. fault.enable
Simulink.fault.libraries openBehavior Simulink.fault.injection

Simulink.fault.libraryBlocks . ) )
Simulink.fault.isEnabled

Simulink.fault.save

Simulink.fault.unregisterLibrary

Simulink.fault.updateReferences

14



Analyza vlivu poruch na systém

 Studie citlivosti na poruchy

— cilem je urcCit ucinnost systému detekce a potlaceni
poruch pri vyskytu daneho abnormalniho chovani
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Multiple Simulations® i
Ev|ﬁv || Refresh
Run Design Study # Sims
DesignStudy 0

Details: DesignStudy

* Multiple Simulations panel a Simulation Manager e e

— automaticka zména parametru poruch a jejich kombinaci T = eI

— opakovana simulace

— agregace vysledku

15

4\ Simulation Manager* - O *

SIMULATION MAMNAGER

od % = i O HE

Cpen Save imulation | Cpen Selected  Show Re! Grid | List
- etails Results scatter surf Window
FILE SIMULATIONS INSPECT RESULTS OPTIONS VIEWS a
= Simulations i Plot Properties :
RunID < Status Progress  Elapsed Machine ©
Time
1 Completed 100% 00:00:05 local
2 Completed 100% 00:00:04 local
3 Completed 100% 00:00:04 local
Simulation Details
Run ID 1 Parameters | Timing Info Diagnostics
Statu Con
DDDDDDD o Type Name Value M
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Systematicka bezpecCnostni analyza

 Failure Mode and Effects Analysis (FMEA)

* Functional Hazard Assessment (FHA)

« Safety Analysis Manager

— vytvareni a Uprava dokumentu pro bezpecénostni analyzy v prostfedi MATLAB a Simulink

4 saf — (m] X
HOME
3 Open &£ Cut oo ~
Ifl}' Hs B b5 EEE E &3 Q [) £ it Callbacks B
New ave S Copy | iy Add View | Add | Find Analyze Clear Flags | Export
IS ; & g
+ & Import fll Delete | Row Column + Columns | Link = Spreadsheet
FILE EDIT SPREADSHEET LINKS | SEARCH ANALYZE SHARE
AlrcraftElevatorFMEA® x ¢ | Properties
i Function Name ilure Mode i Failure Rate (E-06) |3 Flight Phase lure Effect i Detection Method Cell | Spreadsheet
1 | Left Elevator Control Hydraulic System 1 Failure | 1000 Landing v |Loss of Left Outer | Hydraulic System 1 Moniter | |  Description
& Actuator &
- . " - - Cell Description
2 |Left Elevator Control Hydraulic System 2 Failure | 1000 Landing v |LossofLeftInner | Hydraulic System 2 Moniter
& Actuator &
3 |Left Elevator Control Hydraulic System 1 Failure and | 1 Landing v |Loss of Contral of Left | Hydraulic System 1 Monitor 4
Hydraulic System 2 Failure Elevator Hydraulic System 2 Monitor 5
- Links
4 |Right Elevator Control | Right Inner Actustor Bosition | 1000 Landing + |Degraded Control of |Right Inner Position Monitor 2 = Related to:
Failure Right Elevator # hydraulic_system_1_fault
é é R
5 |Right Elevator Contral | Right Cuter Actustor Position | 1000 Landing ~ |Degraded Control of | Right Cuter Pasition Menitor
Failure Right Elevator Fla
= Flags
& &
6 |RightElevator Contral  |Right Inner Actuator Position |1 Landing v |Lossof Contralof  [Right Inner Pasition Monitor No flags
Failure and Right Quter Right Elevator Right Quter Position Monitor
Actustor Position Failure
& &
PP, B Pl innts i, f T L T I e W |
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Co je FMEA

Failure Mode and Effects Analysis

— Failure Mode = konkrétni zpusob, jakym muze proces nebo produkt fungovat nespravné

Strukturovana metodika

— navrzena pro identifikaci a feSeni potencialnich chyb a poruch v systému

Zakladni myslenka FMEA

— predvidat a snizovat moznost selhani systému

FMEA je zalozena na podrobném prozkoumani systému k presnému urceni:
— kde a jak muze dojit k selhani
— jaké by mohly byt priciny selhani

— jaké jsou potencialni dopady na cely systéem

17
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ProC a Jak je FMEA provadena

« Proaktivni pristup s cilem posileni integrity a robustnosti navrhu

— systematicka analyza moznych selhani a jejich potencialnich dopadu

« Zakladni kroky
1. Sestaveni tymu odbornikd FMEA je iterativni proces, ktery je treba
provadeét po celou dobu zivotnosti produktu.
Je to zivy dokument, ktery je treba pravidelné
revidovat a aktualizovat.

2. Provedeni analyzy

3. Stanoveni akénich planu

« Analyza zahrnuje
a. UrCeni systému nebo jeho soucasti, které chceme analyzovat
b. ldentifikace potencialnich zpusobu selhani — vSechny moznosti nespravného chovani prvku
c. UrcCeni vsech moznych priCin pro kazdé uvazované selhani
d. Vyhodnoceni dopadu selhani — posouzeni moznych dusledkt kazdého uvazovaného selhani
e

18 Posouzeni ucinnosti opatreni pro detekci nespravneho chovani systemu
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Safety Analysis Manager

Pripravené Sablony
— s typickym usporadanim pro FMEA a FHA

— moznost vytvorit vlastni Sablonu

Hodnoty v tabulce |ze

— zadavat ruéné

— vypocitat je na zaklade ostatnich polozek

* Prirazeni metainformaci k polozkam

* Provazani polozek v tabulce s dalsimi prvky

— bloky v modelu, poruchy, testy nebo pozadavky

API pro praci pomoci pfikazu a funkci

&
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Tvorba funkci pro analyzu dokumentu s vyuzitim vysledku simulaci ™

Metrika : Risk Priority Number
RPN = zavaznost x pravdépodobnost x detekovatelnost

Analyze
Spreadsheet
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Ukazka: FMEA

aircraftElevatorFaultAnalyzer - Simulink

SIMULATION DEBUG MODELING FORMAT FAULT ANALYZER X

' 2 ; — Stop Time —~
(©] =) = Property Inspector ‘a d& &) HD [
Fault Simulation || Save All & Resync Faults Fault  Fault Multiple @] Step Run Step Data Report Safety
ON - Table Dashboard Simulations 8§ Fast Restart Back v v Forward Inspector  Generator | Analysic Manager
STATUS FILE PREPARE FAULTS VIEW SIMULATE REVIEW RESULTS MANAGEMENT Iy
L] aircraftElevatorFaultanalyzer E=  Property Inspector ® x
® |[#a]aircrafElevatorfauttAnalyzer b |~ Faulted Model Element: 'Pump Pressure/Outport/1*
[] Enable
2
1 1 1 pas_tus
‘Sensors Signal conditioning ~ Fault
and failures od Loge -
) Safety Analysis Manager - u]
B - —
Pilat 1
Command Oo & c =
Qo ‘ B @ ,
= | 0r 8 & & @ Q P B escanas | &
Save ~ Coj
Controler | hew PY | add  Add View | Add | Find Analyze 47 ClearFlags | Bxport
@ ~ & Import fill Delete  Row Column + Columns | Link = Spreadsheet ~
@ FILE EDIT SPREADSHEET LINKS | SEARCH ANALYZE SHARE Y
Deq _ A .
Copyright 1990-2023 The Math\Warks, Inc. <] AircraftElevatorFMEA x | Properties
» Dl
# Function Name ailure Mode ailure Rate (E-06) light Phase ailure Effect i Detection Method Cell | Spreadsheet
Fault Table - aircraftFlevatorFaultAnalyzer_faultInfo.an! @ x - - - - Descrinti
1 Left Elevator Control Hydraulic System 1 Failure 1000 Landing ¥ | Loss of Left Quter Hydraulic Systerm 1 Monitor ~ Description
Fault Conditional & Actuator &
- - - - Cell Description
Search... 2 |Left Elevator Control Hydraulic System 2 Failure 1000 Landing ¥ |Loss of Left Inner Hydraulic System 2 Monitor
Actuator
Enable Model Element/Fault Name Active Fault Trigger Description P
5 " - s 4
0 D e mle e e A e 3 |Left Elevator Control Hydraulic Sy'_stem 1Failure |1 Landing v | Loss of Control of Left Fydraul\_c System 1 Mon[tor
and Hydraulic System 2 Elevator Hydraulic System 2 Monitor N
| * "= Signal conditioning and failures /Hydraulic Pr... it ~ Links
O b 1= Signal conditioning and failures /Hydraulic Pr. & & =
= Related to:
d * T Sensors/Measured Left Quter Actuator positi.. 4 |Right Elevator Control | Right Inner Actuater Positicn | 1000 Landing ¥ | Degraded Control of |Right Inner Position Monitor hydrauli tom 2 fault
O * "= Sensors/Measured Left Inner Actuator positi Failure Right Elevatar hydraulic system 2 fault
O » = Sensors/Measured Right Inner Actuator pasiti.. & & hydraulic_system_1_fault
B " Sensors/Measurad Right Outer Actuztar posit.. 5 |RightElevator Contral | Right Outer Actuator 1000 Landing ¥ | Degraded Control of |Right Outer Position Menitor T
Pasition Failure Right Elevator
& ~ Flags
Ready 100%
6 |Right Elevator Control | Right Inner Actuatar Position |1 Landing v |Loss of Control of | Right Inner Position Monitar No flags
Failure and Right Quter Right Elevator Right Quter Position Monitor
Actuator Position Failure
& &
DIAGNOSTICS Fy M

20 https://www.mathworks.com/help/fault-analyzer/ug/add-faults-to-aircraft-elevator-control-system.html



https://www.mathworks.com/help/fault-analyzer/ug/add-faults-to-aircraft-elevator-control-system.html

21

Dekuji za pozornost
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